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C KaXIpIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCSA OOJIBINE, a IIKOJIBHUKU
OJIHM U3 CaMbIX aKTHBHBIX TOJb30Bareiield PyHera. Mexay TeM, IOMHMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECeT M MpoOJieMbl. JTa MaMsATKa JOJKHA
IOMOYb TeOe 0€30IT1aCHO HAaXOUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnbroTepHblii  BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOM SIBIISIETCA CIIOCOOHOCTHh K pa3MHOXKEHHUIO. B
JOTOJHEHUE K 3TOMY, BHPYChl MOTYT MOBPEIUTh WJIA NOJHOCTBIO YHHYTOXHTH BCE
Gdaiinel ¥ JaHHBIC, MOJKOHTPOJBHBIE MOJIB30BATENI0, OT HMMEHU KOTOpOro ObuLia
3amynieHa 3apak€HHash NporpaMMa, a TakKe NOBPEIUTh WM JaK€ YHHUYTOXUTh
ONEpPALIMOHHYI0 CHCTEMY CO BceMHU (paiimaMu B LeJOM. B OOJNBIIMHCTBE CilydaeB
pacupoCTPaHsAIOTCS BUPYChl UEPE3 UHTEPHET.

Memoobt 3augumot om 6peO0OHOCHBIX NPOZPAMM:

1. HCHOHB?;Yﬁ COBPCMCHHBIC OIICPAIMOHHBIC CHCTCMBI, HMCIOIINC CGpLéSHBIﬁ
YPOBCHD 3allIUTHI OT BPCAOHOCHBIX ITPOI'PpaAMM;,

2. IlocTrosiHHO ycTaHaBIMBai mautu (IU(GPOBBIE 3aIUIATKH, KOTOPHIE aBTOMAaTHYECKH
YCTAaHABJIMBAIOTCS C IEJIbI0 JOPAOTKU MPOTpaMMbl) M APYrue OOHOBJICHHSI CBOEH
omneparuoHHo# cuctembl. CkaunBaid X TOJBKO C OQUIMAIBHOTO caiiTa pazpaboTuuka
OC. Ecnu cymiecTByeT peXuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEpE TIOJI IMpaBaMU IIOJIb30OBATENs, a HE
aJMUHUCTpATOpa. OTO HE TO3BOJIMUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpamMm
MHCTaJUIMPOBATHCA HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. HUcnone3yit  aHTHBUPYCHBIE  MPOTPAMMHBIE  MPOIYKTHI  HM3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIULL;

6. Vcnonb3yli BHeUmHWE HOCHUTENW HWH(POpPMAIMM, Takue Kak (emrka, AWCK WA
(aiin u3 HHTEepHETA, TOJIHKO U3 TPO(PEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBall KOMIbIOTEpHBbIE (haiiyibl, TOJYYEHHbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxe Te ¢ailnbl, KOTOpble MpHUCIad TBOW 3HAKOMBINA. Jlydie yTouHU y
HEro, OTIPABJISJ JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 370 He BUj Mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEeHI, MapKa.
Eme B 1991 rony auaepnanackas kommanus 3apeructpupoBana o6pean « WECAy», daro



o0Oo3Hauano cinoBocouetanne «Wireless Fidelity», KoTopblii mepeBOaUTCS Kak
«OecrpoBOIHASI TOYHOCTH.

Jlo Hamlero BpeMeHM Jonula apyras adOpeBuaTypa, KOTOpas SIBIISETCS TaKOH Ke
TexHoyorue. D10 abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha
CTaHAapT BBICIIMK 3ByKOBOWM TexHuku Hi-Fi, 4To0 B mepeBoae o3HA4YaeT «BBICOKAs
TOYHOCTBY.

Jla, OecIuiaTHBI WHTEPHET-IOCTYN B Kade, OTeNIX M a’ponopTax SBIISCTCS
OTJIMYHOW BO3MOXXHOCTBIO BBIXOZa B MHTEpHET. HO MHOTrHME SKCHEPThI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He SABISIOTCS O€30TIaCHBIMH.

Cosemul no 6e3onacnocmu padome 6 oougedocmynnvix cemsax Wi-fi:

1. He nepenaBaii cBoro JInuHyto uH(popmaluio yepes3 obmenoctynusie Wi-Fi ceTu.
Pabotas B HuX, *KelaTeIbHO HE BBOJUTH MAPOJIH JOCTYTA, JOTHHBI M KAaKWe-TO HOMEPA;

2. Ucnonb3yit u 0OHOBISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. TeM cambiM
ThI 00€30MacuIb cedst OT 3aKaYKK BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonwszoBanun Wi-Fi oTkmoun gpynkuuio «O0mmii 1octyn K (aitinam u
npuntepam». JlanHas ¢QyHKOMA 3aKppiTa TO yMOJYaHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENM AKTUBUPYIOT €€ 17151 y100CTBA UCIIOJIb30BaHUs B paboTe Win yueoe;

4. He ucnonw3yit nyoanunsiii WI-FI n1iig nepegaun mTuyHbIX JaHHBIX, HAIPUMEDP JUIS
BBIX0/1a B COLIMAJIbHBIE CETH WJIN B AJIEKTPOHHYIO MIOYTY;

5. Unonb3y# Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOmnsHOM Tenedone orkmroun Qynkiuo «[logkmouenne k  Wi-Fi
aBTOMaTh4eCcCKn». He gomyckail aBTOMAaTUYECKOTO MOAKIIOYEHUSI YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOEro coriacus.

ConunajabHblie ceTH

CounaniibHble CETH aKTUBHO BXOJSAT B HAIlly >KU3Hb, MHOTHE JIOJU pabOTarOT U
KUBYT TaM NMOCTOSHHO, a B Facebook yke 3apernctpupoBaH MUIIIHAP YEIOBEK, YTO
SIBIISIETCSI OJHOM CeAbMOM BceX JKUTeleH IUIaHeThl. MHOTHWE II0JIb30BaTeIM  HE
IMOHUMAIOT, 4TO MHGOpPMAIUs, pa3MeIleHHAs UMHU B COITMAJIBHBIX CETSIX, MOXKET OBITh
HaliJlecHa W WCIOJIb30BaHA KEM YTOJIHO, B TOM YHCJIE HE 0053aTelbHO ¢ OJlarumMu
HAMEpPECHUSIMH.

OcHogHble cosembl no 6e€30naAcHOCmU 8 couuaibiblx cemsx.:

1. Orpannyb crnucok apys3eil. Y TeOst B Ipy3bsX HE JOJDKHO OBITH CIyYallHBIX U
HE3HAKOMBIX JIFOACH;



2. 3amumiai cBOIO 4acTHYIO *u3Hb. He ykaspiBail mapomnu, TenedoHsl, aapeca, 1aTy
TBOETO POXIEHUS W JPYTryl0 JWYHYI0 HH(poOpManuio. 3I0YMBIIUIEHHUKA MOTYT
UCIIONIBb30BaTh Jake MH(OpMAIMI0 O TOM, KaK Thl W TBOM POAMTENH IUIAHUpPYyETe
HPOBECTU KaHUKYJIBI;

3. 3amuinaii CBOI0 penyTaiuio - AEpKU €€ B YUCTOTE U 3a7aBail cebe BOIPOC: XOTeN
OBI TBI, YTOOBI APYTHE TOJB30BATEIM BHUJICIH, YTO ThI 3arpykaemnis? [lomymait, npexmae
9YeM YTO-TO ONyOJMKOBATh, HAITMCATh U 3aTrPY3UTh;

4. Eciu Tbl TOBOpHWILIB C JIFOABMHU, KOTOPBIX HE 3HACIlb, HE HCIOJb3yH CBOE
peanbHOE UMS U JPYTYIO JIMYHYIO HHPOPMAIIUN: UM, MECTO KHUTEIIbCTBA, MECTO YUICOBI
U [Ipouee;

5. M36erait pasmemenus dotorpaduii B MHTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIIUTh TBOE MECTOIOJIOKECHHE;

6. [lpu peructpanuy B COLMAIBHON CETH HEOOXOIUMO HCIIOIL30BaTh CJIOKHbBIC
MapoJiv, COCTOSIIME U3 OYKB U LU(DP U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jns couuanbHOW CETH, TOYTHI U JPYTHMX CAaHTOB HEOOXOIUMO HCIOJIB30BaTh
pasHbie maponu. Torma eciu TeOs B3JIIOMAIOT, TO 3JIOYMBIINIJICHHUKHU ITOTYYaT JAOCTYII
TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBIE IeHbIH

DONEeKTpOHHBIE J€HbIM — JTO OYeHb YAOOHBIM cHoco0 MaTexei, OJIHaKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYyYUTh 3TH JCHBTU.

DJIEKTPOHHBIE JIEHBIU TMOSBUIMCH COBCEM HEAABHO M HMMEHHO H3-3a 3TOTO BO
MHOTHX FOCyAapCTBax 10 CUX MOP HE NPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKITMOHHMPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TAC HX
pa3nessaioT Ha HECKOJBKO BUJIOB - aHOHUMHBIC M HE aHOHMMHBIC. Pa3Huiia B ToM, 9T0
QHOHMMHBIE - 3TO TE€, B KOTOPBHIX pa3pelraeTcs MPOBOAWTH omneparuu  0e3
HUJICHTU(PUKAIIMN TI0JIh30BaTeNsl, @ B HEAHOHHUMHBIX HIACHTH(UKAIIUU IOJIH30BATEIIS
SIBIISIETCS 00SA3aTEIIHLHOM.

Taxxxe  crmegyer  pa3nuuyaTh  JJEKTPOHHBIE  (UATHbIE  JEHBIM  (paBHBI
rocyJapCTBEHHbIM BaJIOTaM) M DJJIEKTPOHHbIE He(pUaTHbIE JEHbIM (HE paBHBI
rocyJapCTBEHHBIM BAJIIOTaM).

OcHogHble coeemul nO 6€30NACHOIL paﬁome C IJIEKMPOHHbBIMU OeHbcamu:

1. TlpuBsku K cueTy MOOWJIBHBIN TenedoH. DTO camblii yAOOHBIM M OBICTPHIN
Ccroco0 BOCCTAaHOBUTH JAOCTYHn K cyeTy. [lpuBsi3aHHbI TenedoH MOMOXKET, €Ciu
3a0yelIb CBOM MIATSKHBINA MAPOJTh WK 3aiIeIIh HA CAUT C HE3HAKOMOTO YCTPOWCTBA,

2. Ucnonb3yi ogHopaszoBeie nmaposu. [lociie nepexona Ha yCHIEHHYIO aBTOPU3ALINIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPa)KU WJIM MepexBaTa MIaTeKHOIro MapoJis;



3. Boibepu crnoxsblit apons. [IpectynHukaMm OyaeT He MPOCTO YrajaTh CIOXKHBIN
naposis. HagexxHsle maposm — 3TO IapoJiv, KOTOPBIE COIEpKAT HE MEHEEe 8 3HAKOB U
BKJIFOYAIOT B C€0Sl CTPOYHBIE M MPONHUCHBIE OYKBBI, HU(QPBHl U HECKOJIBKO CHMBOJOB,
TaKHMe KaK 3HaK JoJui1apa, pyHTa, BOCKJIMIATENbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAsl MOYTa — 3TO TEXHOJIOTHUS WM TMPEAOCTaBIsieMble €10 YCIyTH IO
MEPEChUTKE W TIOJYYCHHUIO DJICKTPOHHBIX COOOIECHUHN, KOTOPBIC PaCHpPEnemstoTCs B
KOMIBIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIN SAIIUK BBIMISAUT CIEAYIONTUM
oOpa3zoM: UMsl_Toib30BaTeIsi(@umsi_omMeHa. Takxe Kpome Irepeaadr MpocToro TeKCTa,
MUMEETCSl BO3MOXKHOCTbD MepeaBaTh (pailiibl.

OcHogéHble cosembl nO 0e30NACHOIL padome ¢ I1eKMPOHHOU ROYMOUL:

1. Hamo BbIOpaTh mpaBWIIbHBIN MOYTOBBIN CepBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle IOBEPSATh TEM, KOTO 3HACIIb U
KTO IIEPBHIA B PEUTUHIE;

2. He yka3piBaili B JMYHOW mouTe JHU4YHYK HH(opmanuto. Hampumep, mydiie
BBIOPATh «My3bIKaJIbHbIN _(paHaT@» wim «pok2013» BmecTo «remal3y;

3. HMcnonp3yil ABYXATAalHYI0 AaBTOPU3ALMI0. DTO KOrJa IMOMUMO MapoJid HYKHO
BBOJUTH KO, TPUCHUIAEMbI 0 SMS;

4. Be1bepu CIIOXKHBIN Tapotib. {715 KaXkI0ro MOYTOBOTO SIIHKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTB HalMcaTh CAaMOMY CBOW JIMYHBIN BOIIPOC, UCTIOJIB3YH OTY
BO3MO>KHOCTB;

6. Mcronbp3yli HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil Jis1 4aCTHOM MEPENUCKU C
azpecaTaMiy, KOTOPBIM Thl JIOBEpSACIIb. JTO JIEKTPOHHBIN aIpec HE HAJI0 UCIIOJIb30BaTh
MIpU pErucTpalu Ha opymax U cailTax;

7. He oTkpbIBaii (ailsibl U Ipyrue BIOKEHHS B MUChMaX JaKe €CIIM OHU MPUIILIA OT
TBOUX Jpy3ei. Jlydilie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3T (ailiibl;

8. Ilocne oxoH4aHusi pabOTHI HA MOYTOBOM CEpPBHUCE MEpPE]l 3aKPHITHEM BKIAJIKHU C
calToMm He 3a0yJb HaXKaTh Ha « BeIATIY.

Ku6epOy1imHr wim BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmmHr — mnpecienoBaHie COOOIIEHUSMH, COJACPKAIIUMH OCKOPOJICHUS,
arpeccHio, 3amyruBaHWe; XYJIUTAaHCTBO, COIMAIbHOE OOMKOTHpPOBAHHE C MOMOIIBIO
Pa3INYHBIX HHTEPHET-CEPBUCOB.



OcHnoenvie cosemul no 60pvoe ¢ KubepoOyIIUHZOM:

1. He Opocaiics B 6oii. Jlydmuii crmoco0: mocoBEeTOBAaThCSA Kak ce0s BECTH H, €CIN
HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHayalle YCIOKOUTHCSA. Ecimu Thl HauHeNIb
OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHMsS, TO TOJBKO emie OOoJbIe pPa30iOKeIhb
KOH()JTUKT;

2. Ynpapisaii cBoel KubeppenyTaimei;

3. AHOHUMHOCTbH B ceTH MHUMAas. CylEeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BeCTU XyJIMIaHCKUI 00pa3 BUPTyaldbHOU *U3HU. VIHTEpHET PUKCHUpYET
BCE TBOM JICHCTBUSI M COXPAHAET UX. Y JAJTUTh UX OYJIeT KpailHe 3aTpyAHUTEILHO;

5. Coburoaiil cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHuuHblii HeratuB. OHOPA30BbIE OCKOPOUTENIbHBIE COOOIIECHUS
Jydilie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcss Ha HadyaalbHOM CTauu;

7. ban arpeccopa. B IIporpamMmax oOMeHa MTIHOBEHHBIMH COO6IH€HI/I}IMI/I, B
COIHNAaJIbHBIX CCTAX CCTb BO3MOXHOCTbH 6JIOKI/IpOBKH OTIIPpaBKH COO6H1€HHﬁ C
OIIPCACIICHHBIX aJIPCCOB;

8. Ecmm 1Bl cBUaeTenb KuOepOysuivMHra. TBOM JEHCTBHS: BBICTYNUTH HPOTHUB
npecienoBaress, IOKa3aTb €My, 4YTO €ro JEHCTBUS OLEHHMBAIOTCA HETaTUBHO,
NOJIIEPKATh )KEPTBY, KOTOPOU HY>KHA MCUXOJIOTHMUECKast IOMOIIb, COOOLIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOuiabHbIi TesedoH

CoBpemeHHbIe cMapTGOHBI M IUIAHIIETHI COJEpkKaT B ceOe BIIOJIHE B3POCIbIH
(GyHKIIMOHAT, © TEeNeph OHH MOTYT KOHKYpPHUPOBaTh CO  CTallMOHAPHBIMU
KommbroTepamMu. OJHAKO, CPEJCTB 3aIIUTHI JJIA TOJOOHBIX YCTPOMCTB IMOKa OYEHB
MaJio. TeCTUpOBaHME U MOUCK YSA3BUMOCTEW B HUX MPOUCXOJUT HE TaK MHTECHCUBHO, KaK
st TIK, To »e camoe kacaeTcs U MOOUJTbHBIX TPUIIOKESHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAKTHUYECKH JOTHAIU HACTOJIbHBIC
aHAJIOTH, OJHAKO pacHIMpeHne (yHKIMOHAA BJI€UET 32 COO0M OOJNBIINYIO CIOXKHOCTh U
MEHBIITYIO 3alUIIIEHHOCTD.

Jlaneko He Bce NPOMU3BOAMTENIM BBINYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOLINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsi CBOUX YCTPOUCTB.

OcHosnbie cosemul 014 6e30nACHOCHU MOOUTIbLHO20 menedona:

1. Hudero He siBisieTcs MO-HACTOSIIEMY OecIIaTHBIM. byib OCTOpOIKEH, Belb KOT/1a
TeOe mpeaiaraloT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO TIJIaTHBIC
YCIYTH;



2. dymaii, npexae 4yem otnpaButb SMS, ¢oto uin Bugeo. Tol TOYHO 3HaElIb, I€
OHHU OyJyT B KOHEYHOM UTOre?

3. HeoOxoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO CMapT(hOHa;
4. Vicrionb3yit aHTHBUPYCHBIC TIPOTPAMMBI JIsI MOOWMITEHBIX Telle(hOHOB;

5. He 3arpyxaii OpuiIoXKEHHS OT HEU3BECTHOTO HMCTOYHWKA, BEAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrPaMMHOE O0ECIIEYEHHE;

6. [Tociie Toro Kak THI BEIMICIIH C CaiiTa, Ti¢ BBOAWI JIMYHYIO HHPOPMAITUIO, 3ali 11
B HaCTPOMKH Opay3epa u yaaiau cookies;

7. Ilepnogmyecku INpOBEpsAM KaKUE IUIATHBIE YCIYTM AKTUBUPOBAHbI HA TBOEM
HOMEDE;

8. JlaBail cBOIl HOMEP MOOMIIBHOTO TeJae(OHa TONBKO JIFOJISIM, KOTOPBIX Thl 3HACUIb
Y KOMY JI0BEpsEIb;

9. Bluetooth nomken ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoJb3yenibes. He 3a0biBait
MHOT/Ia IPOBEPSTH 3TO.

Online urpst

CoBpeMEHHBIE OHJIAWH-UIPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOIIHME Pa3BICUCHMUSI,
00BEIMHAIOIINE COTHU ThICAY YEJIOBEK M0 BceMy MUpY. rpoku uccienyroT TaHHbI UM
MUp, OOHIAIOTCS APYT C APYroM, BBIIOJHSIOT 3a/laHus, CPaKarOTCsl ¢ MOHCTpaMHU U
MOJIy4arOT ONBIT. 3a YyJIOBOJBCTBUE OHU IUIATAT: MOKYHAlOT JHUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM NPUOOPETAOT KAKHE-TO OMILIMH.

Bce stu cpenctBa mayT Ha TONJEpKAHME W PA3BUTHUE UTPHI, a TAKXKe HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIIH, BBIITYCKAIOTCS HOBBIE TTATYH
(mmdpoBbIe 3aMIaTKy 7151 TPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOHUT OIlaCaTbCd HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO
KpaXy TBOCTO IIapOJIsd, HA KOTOPOM OCHOBAaHA CUCTCMaA aBTOPHU3alINN OOJBIIMHCTBA Hrp.

OcHogHble cosembl no 0€30NACHOCMU MB0E20 Uzpo6020 aKKaynma.

1. Eciu apyroil urpok BeneT ceOs IJIOXO WM CO3/JaeT TeOe HENpPUSTHOCTH,
3a0JIOKUPYH €r0 B CIIHCKE UTPOKOB;

2. Iloxanylicss aJIMUHUCTPATOpaM HWIPhl Ha IUIOXO€ TMOBEICHHE STOr0 HUIPOKA,
YKEJIATEIIbHO MTPUJIOKUTH KaKME-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail muunyro nHGOpMaIuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuIMaabHbIC TTATYH U MOJIBI,



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMs UIPBI HE CTOUT OTKJIIOYATh aHTUBHpPYC. [IoKa ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OObIYHON Kpaked JIeHer W JOKYMEHTOB CETOAHS YK€ HHUKOTO HE YJIUBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTHM 3JI0YMBIIUIEHHUKHU IIEPEMECTHUIMCH B MHTEPHET, W
MPOJIOJIKAIOT 3aHUMATHCS TFOOMMBIMY JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (UILUHT, TJaBHAs
IeJIb KOTOPOTO COCTOUT B MOJYYCHUH KOH(PHUICHIMAIBHBIX JaHHBIX MOJIB30BATENCH —
JoruHOB ¥ mapoiiei. Ha anrnmiickom si3eike phishing untaercsa kak ¢umunr (ot fishing
— pbIOHAasI JIOBJIA, password — mapoJib).

OcHognbie cogemul no 60pvoe ¢ humunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl mojo3peBaclib, YTO TBOsSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBAThH €€ U COOOIIUThH aMUHUCTPATOPaM pecypca
00 3TOM KaK MOXXHO CKOpEg;

2. HCHOJIIBYﬁ Oe30macHbIe BC6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAra3dnHOB H
ITIOUCKOBBIX CUCTCM,

3. Ucnonb3yil ciiokHbIEe U pa3Hble mapoiau. Takum oOpa3om, eciid TeOs B3JIOMAIoT,
TO 3JI0YMBIIIEHHUKH TOJTy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY MPOQUIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebst B3IOMaiau, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J0OaBJIEHBI Y T€OSI B APY3bsAX, O TOM, YTO T€OS B3JIOMaIU U, BO3MOXHO, OT
TBOET0 UMEHH OYyJIET PacChlIaThCA ClIaM U CChUIKM Ha (PUILIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIII0OUM COXpaHEHue napoJsi B Opaysepe;

7. He oTkpbIBaii (ailsibl U Ipyrue BIOKEHHS B MUChMaX JaXKe €CIIU OHU MPUIILIH OT
TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

Mudposas penyrauust

[udpoBas penyranusi - 3T0 HETaTUBHASI WJIM MO3WTUBHAsE MHPOpMaLUS B CETU O
tebe. Kommpomerupyromass wuHbopMmalus pa3MelieHHAas B HHTEPHETE MOXKET
CephE3HBIM 00pa30M OTPA3UTHCS Ha TBOEH peasibHOM xku3HU. «l{udposas penyraus -
ATO TBOW UMUK, KOTOPBIM popMupyercs u3 nHGopMaluu o Tede B HHTEPHETE.

TBoe MecTO XKHUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTU
XapakTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.



MHorre TOAPOCTKM  JIETKOMBICJIEHHO OTHOCSTCS K IMyOJHMKAIUd  JIMYHOU
uHpopmaluu B VHTepHeTe, HE MOHMMAas BO3MOXKHBIX MOciencTBUid. Thl gaxe He
CMOXEIIIb JIOTaJlaTbcsl O TOM, 4yTO QoTorpadus, pazMelieHHass 5 JeT Hazaj, craia
NPUYKMHOM OTKa3a MPUHATH TEOs Ha paboTy.

KomMmenTapuu, pasmemienue TBOMX (ororpaduii u apyrue NEeWCTBUS MOTYT He
HCUYE3HYTh JAXe IOCJIE TOrO, KaK Thl MX YIAJWIIb. Tbl HE 3HACHIb, KTO COXPAHWI 3TY
uH(pOpMaIlMIo, TOMaia JIM OHAa B IOMCKOBBIE CHCTEMbl W COXpaHWIAach JIM OHA, a
IJIABHOE: YTO MOAYMAlOT O TeOe OKpY’Karollee JII0AH, KOTOpble HAMAyT U YBUASAT 3TO.
Haiiti nHpopManuo MHOTO JIET CITyCTS CMOXKET JIF00O0M - KaK U3 100pbIX NOOYKIEHU,
TaK U C HAMEPEHUEM MPUUMHUTD BpeA. ITO MOXKET ObITh KTO YTOJIHO.

OcHoeHbvle cosempl no 3auyume YUPpPoeoii penymanuu:

1. IMogymaii, mpexxae yeM 4To-TO MyOJUKOBaTh U IepeaBaTh y ceOsi B OJiore Uiv B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uiisi yCTaHOBU OTPaHUYEHUS HA TPOCMOTP TBOETO NPO(HIIA U
€ro CONEPKUMOT0, CIEIal €ro TOJIBKO «IJI IPY3€»;

3. He pasmemaii u He ykaspiBall MHGOPMAIMIO, KOTOpas MOXET KOro-indo
OCKOPOJISITH UM OOMKATh.

ABTOpCKOe€ NPaBo

CoBpeMeHHbIE IIKOJBHUKK - aKTHBHBIC MOJIb30BATEIN MU(PPOBOTO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTUMH BO3MOXXHOCTSIMU ITU(POBOTO
Mupa TpeOyeT cOONMI0ACHHUS IPAB HAa UHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTEIUIEKTYaIbHasi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSIM
YeJIOBEUECKOr0 yMa, HAauyMHas C HOBBIX H300peTeHH M 3HAKOB, 0003HAYAOIINUX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIAYTHM , W 3aKaHuWMBas KHUramu, (ororpadusmw,
KHHO(DMIIBMaMH ¥ MY3BIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO TpaBa Ha WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JINTEPATypbl U HCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAKOT B
KaueCcTBE TapaHTUU TOTO, YTO MHTEIICKTYyaJIbHBIM/TBOPUECKUN TPy aBTOpa HE OyAeT
HaIpacHBIM, JJACT €MY CIIPABEIJIUBLIE BO3MOKHOCTH 3apab0TaTh Ha pe3yJbTaTaXx CBOETO
Tpy/la, MOJIYYUTh U3BECTHOCTH U Mpu3HaHue. HukTo 6e3 paspernieHus: aBTopa He MOXKET
BOCITPOU3BOANTH €T0 MPOU3BEACHHE, PACIPOCTPaHATh, MyOJIMYHO IEMOHCTPHUPOBATH,
pojaBaTh, HUMIOPTUPOBATh, IMyCKaTh B  MpOKAT, MYyOJUYHO  HCIOJHSAT,
MOKa3bIBaTh/UCIIOIHSATh B 3pupe WK pazMeiiats B MiutepHere.

Hcnonp30BaHne «MHUPATCKOTO» MPOTPAMMHOTO OOECIEeYeHUs] MOXKET MPUBECTH K
MHOTHM DPHCKaM: OT TMOTEPH JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKUA TBOETO
YCTPOWCTBA, T YCTAaHOBIIEHHBIN HE JieTanbHas mporpamma. He cTout Takke 3a0bIBaTh,
YTO CYIIECTBYET JeTalIbHbIE U O€CIIaTHBIE MPOTPAMMBI, KOTOPHIE MOXHO HAWTH B CETH.



O noprane

CereBuyok.p - TBOH TJIaBHBIA COBETYMK B CETU. 3J€Ch Thl MOXEILIb Y3HATh O
0€30MacHOCTH B CETH TOHATHBIM U JOCTYIHBIM S3BIKOM, a TMPH BO3HUKHOBEHUU
KPUTHYECKOH CHUTyalluu OOpAaTUThCA 3a COBETOM. A TakKe MNPUHATh YyYacThe B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IpaskJaHUHOM !



